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Subject: Sentinel HASP Network license setup

1 SCOPE

This technical note describes how to set up a Sentinel HASP Network dongle for your Wolfson Software on a
simple Windows 11 Enterprise (x64) network.

The network dongle used for these tests is a Sentinel HL Net 50 and the networked machines are:

Device name | Device type | Operating System (OS) OS Version
uos-9tsdb94 server Windows 11 Enterprise x64 | 10.0.26200 25H2
uos-3ch6d44 | client Windows 11 Enterprise x64 | 10.0.26200 25H2

NOTE: any Windows machine can act as a Sentinel license server, you do not need a dedicated server. If a
standard machine is used as a server, ensure its Power Plan is adjusted so the computer never sleeps and
licenses can be served 24/7. The power plan can typically be changed at: Control Panel > Hardware and Sound >
Power Options.

2 SERVER-SIDE CONFIGURATION

a. Download and install the ‘Sentinel LDK Windows GUI Runtime Installer 10.31° (file name:
DOWO0003347) from this link on the Thales Customer Support Portal.

b. Open a web browser and type: http://localhost:1947/_int_/devices.html This brings up the Sentinel
Admin Control Center (ACC).

c. Pluginyour Sentinel HASP Network dongle.

d. Inthe ACC select ‘Sentinel Keys’ on the left hand side menu. Your Sentinel key should be listed in the
main page as a ‘Sentinel HL Net’ Key Type, eg:

Figure 1 Sentinel ACC > Sentinel Keys page
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e. Configure the Sentinel License Manager as shown in Figure 2 to Figure 4 below. Click Submit.
Figure 2 Configuration > Basic Settings page

Ensure the Machine Name edit box shows the server’s name. Leave all other settings as per default (click the
‘Set Defaults’ button to restore the default settings if necessary). Click ‘Submit’.
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Figure 3 Configuration > Users page
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Figure 4 Configuration > Access from Remote Clients page
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3 CLIENT-SIDE CONFIGURATION

a. Download and install your Wolfson program. The Sentinel Run Time Environment will be installed
automatically.

b. Openaweb browser and type: http://localhost:1947/_int_/devices.html. This brings up the ACC.

c. Configure the Sentinel License Manager as shown in Figure 5 and Figure 6 below. Click Submit to
confirm all changes:


http://localhost:1947/_int_/devices.html
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Figure 5 Configuration > Basic Settings page

Again, type the server’s name and leave all other settings as per default:

Sentinel Admin Control Center
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Figure 6 Configuration > Access to Remote License Manager page
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d. Isthe network dongle listed in the Sentinel Keys page?

e. Ifnot, go to http://localhost:1947/_int_/config_to.html and ensure the correct server name or IP address
is set in the ‘Remote License Search Parameters’ edit box.

f.  Click Submit and wait a few minutes to see if the network dongle is detected by the client.

4 OFF SITE SERVER & VPN CONNECTION AVAILABLE

NOTE: to enable this facility, the customer’s Network dongle must have been coded with the ‘Network
accessibility’ option enabled. This additional facility is not available on standard Network dongles. For more
information, please contact the Wolfson Unit.

4.1 Server configuration
As per Section 2.

4.2 Client configuration
Connectvia VPN with your usual login details, then proceed as per Section 3 but type the server’s IP address in
the Access to Remote License Manager page (Figure 6) > Remote License Search Parameters edit box.


http://localhost:1947/_int_/config_to.html
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5 NOTES FOR ADVANCED USERS

5.1 Whatif the client’s Admin Control Centre does not show the network dongle?

a. Ensure the client and server are seeing each other. On each machine, ping the other one from the
command prompt. If either ping is unsuccessful the remote license cannot be obtained.

Figure 7 - Example of successful server ping from client

2 windows PowerShell X + -~

PS C:\> ping uos—-9tsdbou

Pinging uos-9tsdb9l.clients.soton.ac.uk [10.15.49.170] with 32 bytes of data:
Reply from 10.15.49.170: bytes=32 time=1lms TTL=128
Reply from 10.15.49.170: bytes=32 time=2ms TTL=128
Reply from 10.15.49.170: bytes=32 time=1ms TTL=128
Reply from 10.15.49.170: bytes=32 time=1lms TTL=128

Ping statistics for 10.15.U9.178:

Packets: Sent = U, Received = U, Lost = @ (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 1lms, Maximum = 2ms, Average = lms
PS C:\>

b. Ensure the Client-side License Manager is switched on. Type ‘services.msc’ in the Windows 11 Search
box by the Start button. This brings up the Services window. Right click the ‘Sentinel LDK License
Manager’ and restart this service via the ‘Restart’ option in the pop-up menu.

Figure 8 - ‘Sentinel LDK License Manager’ service restart
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Restart the service 8
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L Shared PC Account Manager Manages profiles and accounts on a Shared... Disabled Local System |
£} Shell Hardware Detection Provides notifications for AutoPlay hardware.. Running  Autematic Local System
ShSmart Card Manages access to smart cards read by this ... Manual (Trig.. Local Service
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S —
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c. IsaFirewall or Antivirus blocking port 1947 (ie the Sentinel port)? If so, open that port. On Windows
Defender Firewall this means:
e creating a new Inbound Rule on the server, and
e creating a new Outbound Rule on the client.

Open the Windows Defender Firewall > Advanced Settings then follow the process described in Figure 9
to Figure 15 to create an Inbound Rule on the server. Follow the same procedure for the client.

Figure 9

i Windows Firewall with Advanced Security EI\EI
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Figure 10

g Mew Inbound Rule Wizard @

Rule Type

Select the type of firewall rule to create.,

Steps:

@ Rule Type “What type of rule would you like to create?

@ Protocol and Ports

@ Action ) Program
Profils Rule that controls connections for a program.
Mame @ Port
v Ruls that control: connections for a TCP ar UDP part.
' Predefined:
BranchCache - Content Retnewval (Uzez HTTF] H

Rule that controls connections far a Windows expenence.

' Custom
Cuztom rule.

Learn more about rule types

o

4 Eack\_/Ne:-:U ] [ Cancel
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Figure 11

F

9NewInbound Rule ifizard @

Protocol and Ports

Specify the protocols and ports to which this rule applies.

Steps:

# Fule Type Does this rle apply to TCP ar UIDP?
@ Protocal and Parts @ TCP

@ Action ) UDP

@ Profile

@ Mame

Does thiz rule apply to all local ports or specific local ports?

1 All local ports

@ Specific local ports: 1947
Exam;M 5000-5010

Learn more about protocol and ports

< Backh /'JNEHD l [ Cancel




WOLFSON UNIT

FOR MARINE TECHNOLOGY AND INDUSTRIAL AERODYNAMICS

Figure 12

ENewInbound Rule wifizard @
Action

Specify the action to be taken when a conhection matches the conditions specified in the ule.

Steps:

& Fule Type What action should be taken when a connection matches the specified conditions?

@ Protocol and Ports i
@ Allow the connection

. bl This includes connections that are protected with [Pzec as well as thoze are not.
@ Frafile )

| Allow the connection if it iz secure
@ Mame

This includes only connections that have been authenticated by using IPzec. Connections
will be zecured using the settings in IPsec properties and rules in the Connection Security
Rule node.

1 Block the connection

Learn more about actions

] [ Cancel
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Figure 13

P

9NewInbound Rule \Wizard @
Profile

Specify the profiles for which thiz e applies.

Steps:
@ FBule Type "When does this rule apply?
& Protocaol and Ports
@ Action Domain
& Prafile Applies when & computer iz connected tao it corporate domain.
@ Mame Private
Applies when a computer iz connected to a private network location,
Public

Applies when a computer iz connected to a public network location.

Learn more about profiles

11
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Figure 14

i Mew Inbound Rule Wizard @
Name

Specify the name and descnption of thig rule.

Steps:

@ FRule Tupe

@ Protocol and Ports

@ Action
@ Profile Wziiz

Sentinel Port 1947 OPEM|
@ Mame

Description [optional]:

s Bac'l\e Finish l [ Cancel
i
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Figure 15
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d. Canyou access port 1947 at all? Try checking port access via the Windows PowerShell Test-
NetConnection command, or ‘tnc’. On the server, tnc the client and vice-versa.

If the tnc is successful, Powershell will return a ‘TcpTestSucceeded : True’ as per the Figure 16
screenshot below:

Figure 16 Outcome of a successful Test-NetConnection on the license server, port 1947
2 windows PowerShell ¥ +

PS C:\> Test-NetConnection UOS-9TSDBoL

ComputerName : UOS-9TSDB94Y
RemoteAddress : 10.15.49.178
RemotePort : 1ou7

InterfaceAlias : Ethernet 3
SourceAddress : 10.15.49.149
TcpTestSucceeded : True
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